
Rainbow Workflow

How blockchain orchestrated workflow can create value securely for Enterprises
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What is Rainbow Workflow?

1. Cloud based engine capable of applying securely a set of pre-defined rules

2. Rules are triggered in Rainbow Workflow by events happening in the customers’ 

environment

3. Rules will launch actions that include communication ressources, exchange of 

data, secured tracking, 
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Technologies in Rainbow Workflow

IoT
Collect Data & events
Control objects
Secure storage

Blockchain
Trusted Rules
Trusted Connections
Trusted logs

CPaaS APIs
Borderless communications
Digital, mobile and fixed
People, process and objects

AI

Natural language
Cognitive intelligence
Data-driven decision making
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Blockchain

Employees
EmployeesEmployees

Triggers rules

CHANNEL STATE

Logs rules execution in the blockchain

Workflow 
Engine

Executes actions based on rules

AI IoTPeople Process

Trustable
analytics

Processes ProcessesProcesses
Objects

Objects
Objects

Triggers

Rules

Actions
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San Antonio New Braunfels Buda

Blockchain

Employees

Local Network 
Admin Contact

Employees

Local Network 
Admin Contact

Central

Central 
Network 
Admins

SNMP

Triggers rules via Webhooks

CHANNEL STATE

Logs rules execution in the blockchain

Workflow 
Engine

Executes actions based on rules

Site A Site B

Business hours • IM to central network admins

Out of hours
• IM to central network admins in a bubble
• 2nd priority : SMS to Network admin on-duty

Minor

Major

Business hours
• 2nd priority : SMS to local contact and 

central admins
• Bubble conference with central admins 

and local contact

Out of hours
• IM to central network admins in a bubble
• SMS to local contact and central admins
• Phone conference with central admins and 

local contact

Customer org

Site 
B

Central

Site 
A

Central admin 
Bubble

Local site B 
bubble Local site A 

bubble

Dynamic 
Bubble

Table with people working hours
/ Role

Out of hours shifts (on-duty)

UI to control this : 

Business hours : 9am – 6pm

Out of hours : before 9am – After 6pm

Central admin 
Bubble
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Detailled Omnivista / Rainbow Workflow interface

San Antonio

SNMP trap

Curl Script

HTTP call to API Workflow 
Engine

Responder per type SNMP trap

-X POST http://192.168.111.11:12347 -d TrapName=$TrapName$ -d Severity=$TrapSeverity$ -d Agent=$TrapAgent$ -d 
TrapAgentName=$TrapAgentName$ -d Time=$TrapUpTime$ -d ifIndex=$TrapVariable[ifIndex]$ -d 
ifAdminStatus=$TrapVariable[ifAdminStatus]$ -d ifOperStatus=$TrapVariable[ifOperStatus]$


